Built-in VPN client – Windows 7 to Vigor Router – L2TP over IPsec 
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This document introduces how to create a Host to LAN L2TP over IPSec VPN via the Windows 7 Built-In VPN Client to a Vigor Router. There will be two parts of setting: on a Vigor router, which we use Vigor2920 in this note, and on the computer.


VPN configuration on Vigor2920
1. Create a Remote Dial-In User profile in VPN and Remote Access >> Remote Dial-In User.
a. Enable this account.
b. Type the Username and Password.
c. Select L2TP with IPsec Policy as Must.
[image: vpn-new]  
2. Type the Pre-Shared Key in VPN and Remote Access >> IPsec General Setup.
[image: 2.IPsec General Setup]
 
 
VPN Configuration on PC (Windows 7 Built-In VPN Client)
1. Set a new connection or network in Control Panel >> Network and Sharing Center.
[image: 3.Network and Sharing Center]
 
2. Select Connect to a workplace, and click Next.
[image: 4.Set Up a Connection or Network]
 
3. Select create a new connection, and click Next.
[image: 5.create a new connection]
  
4. Select Use my Internet Connection.
[image: 6.Use my Internet connection]
 
5. Type the WAN IP address of the VPN server, which is Vigor2920, and tick the Don't connect now option, and click Next.
[image: 7.Connect to a Workplace]
  
6. Type the Username and Password for L2TP VPN connection, and click Create.
[image: 8.Username and Password]
 
 
7. Please don't click Connect Now, and click Close instead.
[image: 9.Close]
 
8. Click Change adapter settings in Control Panel >> Network Sharing Center.
[image: 10.Network Sharing Center]
 
9. Right click L2TP over IPSec Connection we created, and then select Properties.
[image: 11.Properties]
  
10. Select VPN Type as L2TP / IPSec in the Security Tab, and then click Advanced Settings.
[image: 12.Advanced Settings]
  
11. Select Use pre-shared key for authentication, type the Key, and then click OK. The Key should be the same as the Pre-Shared Key setting on Vigor2920.
[image: 13.type the Key]
 
12. Right click L2TP over IPSec Connection, and select Connect.
[image: 14.Connect]
 
13. Type the Username and Password, and click Connect. The Username and Password should be same as the ones on Vigor2920 VPN Remote Dial In User Profile.
[image: 15.Username and Password]
  
14. L2TP over IPSec connection is now established.
[image: 16.Connection Status]
 
 
Note :
If the L2TP over IPSec tunnel from Windows 7 to Vigor router could not be established successfully, please check the settings below :
1. In Control Panel >> Administartive Tools >> Services, please make sure the IPSec Policy Agent service is started.
2. In Control Pane l>> Administrative Tools >> Services, please make sure IKE and AuthIP IPSec Keying Modules are started. 
3. Please check if the ProhibitIpSec value is 0 on Windows registry >> HEKY_LOCAL_MACHINE >> SYSTEM >> CurrentControlSet >> services >> RasMan >> Parameters >> ProhibitIpSec. If it is not, please change the value to 0, and restart Windows 7 to try again. The steps are :
a. Open regedit.
      [image: 17.regedit]
 
b. Go to HEKY_LOCAL_MACHINE >> SYSTEM >> CurrentControlSet >> services >> RasMan >> Parameters >> ProhibitIpSec.      [image: 18.ProhibitIpSec]
 
c. If the ProhibitIpSec value is not 0, right click ProhibitIpSec, and select Modify.      [image: 19.Modify]
 
d. Type Value as 0, and click OK.
[image: 20.Value as 0]
 
e. Reboot the system.
[bookmark: _GoBack]
image4.png
LR 55+ contolPonel » Al Contrl Paneliems » Networcond Shring Center = |

Control Panel Home . . . . .
View your basic network information and set up connections

Mansge wireles networks A = @ See full map
FAEWINT TRIAL Intemet

Change sdvanced sharing (This computen)

setings

Change adapter settings

View your active networks Connect or disconnect

F==¢ Network 23 Accesstype:  Intemet.
T pubicnetwork Connections: [ Local Area Connection

Change your networking settings

¥ et up 3 new connection or network

Set up a wireless, broadband, dial-up, 2d hoc, or VPN connection; or set up a router or access point.

¢ Connectto 3 network
‘Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.

Seealso | Troubleshoot problems
Bomecoes) Diagnose and repair network problems, or get troubleshooting information.
Internet Options

Windows Firewall





image5.png
Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

i Set up 2 new network
e Configure a new router or access point.

| Manually connect to a wireless network
Connectto  hidden network o create a new wireless profil.

pEET

/=y St up a dis-up comnecton
&B Conncct to the Intemet using a dia-up connection.





image6.png
Do you want to use a connection that you already have?

© g, reste a new connection

Yes, Tl choose an gisting connection

To Vigor
WAN Miniport (L2TP)





image7.png
How do you want to connect?

@ Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

N @k

# Dial directly
‘Connect directly to a phone number without going through the Internet.

A e

What is 3 VPN connection?





image8.png
Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: FEERTERTERTEY

Destination name: L2TP over IPSec Connection

Use 2 smart card

llow other people to use this connection
“This option allows anyone with access to this computer to use this connection.

ot comnect o ot s ap 551 Sommect e





image9.png
Type your user name and password

User name: vivian
Password:

Show cheracters
Remember this password
Domain (optional):





image10.png
The connection is ready to use

LS

9 Connect now





image11.png
LR 55+ contolPonel » Al Contrl Paneliems » Networcond Shring Center = |

Control Panel Home . . . . .
View your basic network information and set up connections

Mansge wireles networks A = @ See full map
snge sdspte setings

Chs = = FAE_WIN7_TRIAL Internet.

Change sdvanced sharing (This computen)

=g View your active networks Connect or disconnect

F==¢ Network 23 Accesstype:  Intemet.
T pubicnetwork Connections: [ Local Area Connection

Change your networking settings

¥ et up 3 new connection or network

Set up a wireless, broadband, dial-up, 2d hoc, or VPN connection; or set up a router or access point.

¢ Connectto 3 network
‘Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.

Seealso | Troubleshoot problems

Bomecoes) Diagnose and repair network problems, or get troubleshooting information.
Internet Options

Windows Firewall





image12.png
(& » ControlPanel » Network snd Intemet » Network Connections > 3N IScaieietiok Confecions

Organize Startthis connection  Rename this connection  Delete this connection =

PYI—





image13.png
"= L2TP over IPSec Connection Properties. | e

General | Options | Secuty | Networking | Sharing

Tpeof VPN
[Layer 2 Tunneing Protocol wih IPsec (L2TP/IPSec)

Advanced setings
Dt enceypion
[Reaure encyption @scomnect  server decines) -]

Adhertication
©) Use Exenshle Authentication Protocol (EAF)

Propeties

[ Unencypted password (PAP)
Challenge Handshake Authentication Protocol (CHAP)
Microsoft CHAP Version 2 (MS-CHAP v2)

[ Avtomaticaly use my Windows logon name and
password (and domain,  any)

& ][ s





image14.png
» Control Panel » Network and Internet_»_Network Connections b

etwork Connections

Stort this connection | 3. LZTP over PSec Connection roperties T

Organize
%, L2TP over IPSec Connection General | Options | Securty | Networking | Sharng B
Type of VPN
£, To Vigor
e Layer 2 Tunneing Protocol wih IPsec (L2TP/IPSec) 5]
Advanced sttngs
Data encoypton
[Feureencopten (acomct  severdcios) 5
Adhertication

—
Advanced Properties.

Lz

© Use reshared ey for authenticaton
Key: [test12q
Use gertcate for authentation

Verify the Name and Usage atirbutes of the server’s certficate





image15.png
(& » ControlPanel » Network snd Intemet » Network Connections > 3N IScaieietiok Confecions

Organize

Start this connection

Rename this connection

Delete this connection

55 LocalArea Connection2





image16.png
& Connect L2TP over PSec Connection =2

7] Soveths use e nd passwor frthe folowng users:

Me only.
10 iryone whouses thscomputer

[Ccomeet ] [_Cancel ] [ Popeties | [_beb





image17.png
2 L2TP over PSec Connection Status el

General | petais|

Internet
Nonetwork access
Comnected
00:00:47

Sent — &%_ &
73

Bytes: 10,161
Compression: 0%
Errors: o

0%
o

oo ]





image18.png
Programs (1)

(8 regedt

£ See more results

regedit [ shutdown | » |





image19.png
Fle Edit View Favorites Help

1 PortProy
- Ji Power
-l PptpMiniport

L. Processor
b b Profsue
-l Protectedstorage
b Pached
0l qz300
S
-l QWAVE
>l QWAVEdry

L. RalinkRegistryWrier
b Rashcd
»- )i RashgileVpn
- )i Rashuto
)b Rastp
4} RasMan

. Parameters
i P
Ui Securty

> i RasPppoe
o)l RasSatp
-l rdbss
-l rdpbus

L RDPCDD

’

Name

25 (Defaut)
AllocatedLuids

28] CustomDLL

25| Medias
Pro
5] ServiceDIl

|Allowl2TPWesk...
|AllowPPTPWesk...

KeepRasConnec...

Type.

REG_SZ
REG_BINARY
REG_DWORD
REG_DWORD
REG_MULTLSZ
REG_DWORD
REG_MULTLSZ
REG_DWORD
REG_EXPAND_SZ
REG_DWORD

Data
(value not set)
(zero-length binary value)
0:00000000 (0)
000000000 (0)

000000000 (0)

rastapi

000000000 (0)
SESystemRoot 4\ System32\rasmans.dil
000000001 (1)

|Computer\HKEY_LOCAL MACHINE\SYSTEM\CurrentControlSet\services\RasMan\Parameters





image20.png
File Edit View Favorites Help

1. PortProy
- Ji Power
-l PptpMiniport
L. Processor
b b Profsue
-l Protectedstorage
b Pached
-l Q2300
ST
-l QWAVE
>l QWAVEdry
L. RalinkRegistryWrier
b Rashcd
»- )i RashgileVpn
- )i Rashuto
)b Rastp
4} RasMan
. Parameters
oo PP
Ll Security

Neme Type Data
2] (Default) REG_SZ (value not set)
8 AllocatedLuids  REG_BINARY. (zero-length binary value)
| Allowl2TPWeak... REG DWORD 0:00000000 0)
%4 AllowPPTPWesak... REG_DWORD 0x00000000 (0)
bCustomDLL  REG_MULTLSZ
. REG_DWORD 0:00000000 0)
5] Medias REGMULTLSZ  rastapi
10000 (0)
28] ServiceDll mRoot?:\System32\rasmans.dil
1)





image21.png
# Registry Editor .

File

Edit_View Favorites _Help

3 Portrogy
» Power
-l Potphiniport
3 Processor
+ i Profsuc
5 Protectedstorage
i Psched
50 a0
e
o Quave
ol QWAVEd
3 RalinkRegistyWiier
» i Rashcd
i RashgileVpn
o Rashuto
o Rasiztp
)} RasMan
3l Parameters
o pep
3 Securty
300 ResPppoe
o Rassip
5 rdbss

Nome
5] Detouty

. REG_DWORD

Type.

REG_SZ
REG_BINARY
REG_DWORD
REG_DWORD
REG_MULTLSZ

Data
(value not set)
(zero-length binary value)
0:00000000 (0)
000000000 (0)

000000000 (0)

it DWORD (32-bi) Value s





image1.png




image2.png
VPN and Remote Access >> Remote Dial-in User

Index No. 1

User account and Authentication
¥ Enable this account
Tdle Timeout o

second(s)

Username \vivian

Password(Max 19 char) [t

() Enable Mobile One-

e Passwords(mOTP)

Allowed DialIn Type

[ Specify Remote Node
Remote Client 1P

PIN Code

Secret

IKE Authentication Method
 Pre-Shared Key

[[IKE Pre-Shared Key |

[ pigital Signature(X.509)

None v

or Peer ID

Netbios Naming Packet

® pass O Block
Multicast via VEN ©pass @ Block

(for some IGMP, IP-Camera,DHCP Relay..etc.)

Subnet

v
[ Assign Static IP Address
000

IPsec Security Method
< Medium(AH)
High(ESP) ¥ DES ¥ 3DES ¥ AES

Local ID (optional)





image3.png
VPN and Remote Access >> IPsec General Setup

VPN IKE/IPsec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic 1P Client (LAN to LAN).

IKE Authentication Method

Pre-Shared Key

Canfirm Pre-Shared Key
1Psec Security Method
M Medium (aH)

Data will be authentic, but will not be encrypted.

Migh EsP)  WDEs MapES W oags
Data will be encrypted and authentic

OK. Cancel





Built


-


in VPN client 


–


 


Windows 7 to Vigor Router 


–


 


L2TP 


over IPsec 


 


§


 


Print 


 


This document introduces how to create a Host to LAN L2TP over IPSec VPN via 


the Windows 7 Built


-


In VPN Client to a Vigor Router. There will be tw


o parts of 


setting: on a Vigor router, which we use Vigor2920 in this note, and on the computer.


 


 


 


VPN configuration on Vigor2920


 


1.


 


Create a Remote Dial


-


In User profile in 


VPN and Remote Access >> 


Remote Dial


-


In User


.


 


a.


 


Enable this account.


 


b.


 


Type the Username a


nd Password.


 


c.


 


Select L2TP with IPsec Policy as 


Must


.


 




Built - in VPN client  –   Windows 7 to Vigor Router  –   L2TP  over IPsec       Print    This document introduces how to create a Host to LAN L2TP over IPSec VPN via  the Windows 7 Built - In VPN Client to a Vigor Router. There will be tw o parts of  setting: on a Vigor router, which we use Vigor2920 in this note, and on the computer.       VPN configuration on Vigor2920   1.   Create a Remote Dial - In User profile in  VPN and Remote Access >>  Remote Dial - In User .   a.   Enable this account.   b.   Type the Username a nd Password.   c.   Select L2TP with IPsec Policy as  Must .  

